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Abstract. One of the most promising applications of nanotechnology
is their use in health care scenarios to monitor, in real-time, several
parameters inside the human body such as cancer biomarker detection,
glucose level, etc. However, real-time medical parameters communica-
tion is constrained by the tiny size of nano-nodes and their extremely
limited energy. Ongoing efforts in this area are in their very early stage
of development. Therefore further research is required to propose a suit-
able communication model. In this paper, we study the deployment of
nano-networks in a living biological environment, and we focus on com-
munication protocols challenges that must be overcome. We also pro-
posed a multi-hop data dissemination approach that transmits sensed
data from nano-nodes moving inside an artery to an outside controller
while optimizing energy consumption.

Keywords: Nano-network · Healthcare applications ·
Electromagnetic communication · Communication protocols

1 Introduction

Nanotechnology is undoubtedly an emerging technology that will have a major
impact in our daily lives in the near future. According to the famous scientist
Robert Floyd Curl Jr, winner of the Nobel Prize in Chemistry in 1996, nan-
otechnology has been used for two thousand years.

Recently, because of the growing interest in atomic and subatomic particles,
the scientific community has begun to question the viability of a deterministic
disposition of these nano-particles. As a result, nano-science has taken off and
many sub-disciplines are now focusing their efforts on assembling nano-particles
to produce much more qualified nano-materials and nano-devices.

A nano-network is formed by connecting nano-devices; therefore, it is able
to perform more complex tasks such as drug administration, health surveillance
and the detection of biological or chemical attacks in nano-scale environments
through the cooperation of nano-machines. Nano-networks connected to Internet
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gateways enables a new network paradigm called Internet of Nano-Things or
IoNT.

The IoNT has a great potential for advanced health services and applications.
Integration of IoNT with other healthcare network systems will expand the range
of services that can be provided to patients as well as health decision-makers.
But the efficient dissemination of data in a nano-network poses several challenges
to communication protocols.

The main contribution of this paper, is to study the applicability of the evolv-
ing nano-network technology for heathcare monitoring from a communication
protocols perspective. Nano-communication challenges in healthcare applications
are identified and the main architecture of our energy efficient communication
approach is presented.

The reminder of this paper is organized as follows: In Sect. 2, we define some
nanotechnology related concepts. Then, Sect. 3, presents the communication
challenges related to the application of nanotechnology in healthcare applica-
tions and details recent proposed communication protocols. The proposed archi-
tecture is presented in Sect. 4. Finally, concluding remarks are given in Sect. 5.

2 An Overview of Nano-network Architecture

The concept of nanotechnology was described in detail by the physicist Richard
Feynman in his famous lecture entitled “There is a lot of room for substance”
in 1959. The development of nanotechnologies has a considerable potential for
advances in knowledge and positive transformations in our daily lives. Some
examples of the benefits they can bring are: New medical diagnostic tools, better
targeted drugs to combat cancer tumors or other serious illnesses such as AIDS,
technological leaps with new breakthroughs in information and communication
technologies, materials that are both stronger, more resilient and better formable
or deformable, openness to substantial progress in the area of energy savings and
new energies that will condition our future, etc.

The progress of nanotechnology improves the development of new nano-
materials that is known in literature as nano-machine. Throughout this paper,
we use the terms ‘nano-machine’, and ‘nano-device’ interchangeably. The size of
these nano-machines ranges from one to few hundred of nano-meters and they
can perform only simple computation, sensing and actuation tasks. A network
of nano-machines is called a nano-network. This later expands the capabilities
of a single nano-device by providing a way to cooperate and share information.
Finally, nano-communication is defined as the exchange of information at the
nano-scale on the basis of any wired or wireless interconnection of nano-machines
in a nano-network.

2.1 Different Components of a Nano-machine

A nano-machine is an integrated device formed of one or more components incor-
porated into each other in different levels of complexity. It ranges from a simple
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Fig. 1. Nano-machine units [2]

miniaturization machine to high-end and sophisticated nano-robotics. As shown
in Fig. 1, a Nano-machine is composed by the following units [2]:

– Processing unit: Nano-processors are activated by the development of
smaller FET transistors in different forms. The smallest transistor exper-
imentally tested to date is based on a thin graphene strip. Despite being
small, the transistors are able to operate at higher frequencies.

– Data storage unit: Nano-memories store a single bit on a single atom by
nano-material and new technologies. The atomic memories have been cur-
rently introduced which consider the presence of one silicon atom as storing
bit 1 (or 0) and its absence as storing bit 0 (or 1).

– Power unit: The supply of nano-machines requires new types of nano-
batteries [16,17] as well as nano-scale energy recovery systems [18]. One of
the most promising techniques is to convert vibratory energy into electricity.
This energy can then be stored in a nano-battery and consumed dynamically
by the device.

– Communication unit: Nano-antennas units together with transceiver
schemes will enable the communication among nano-devices.

– Sensing unit: A nano-sensor is not just a tiny sensor, but a device that
makes use of the novel properties of nano-materials to identify and measure
new types of events in the nano-scale, such as the physical characteristics
of structures just a few nano-meters in size, chemical compounds in concen-
trations as low as one part per billion, or the presence of biological agents
such as virus, bacteria or cancerous cells. Those tiny sensors can be classi-
fied into three types which are physical, chemical and biological nano-sensors
and they have been developed by using graphene and other nano-materials
[15,19]. Nano-sensors types will be detailed in the following sub-section.
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2.2 Types of Nano-sensors

The various nano-sensors can be loosely grouped into three broad categories:

– Physical nano-sensors: these are used to measure magnitudes such as mass,
pressure, force, or displacement. Their working principle is usually based on
the fact that the electronic properties of both nano-tubes and nano-ribbons
change when these are bent or deformed.

– Chemical nano-sensors: these are used to measure magnitudes such as the
concentration of a given gas, the presence of a specific type of molecules, or
the molecular composition of a substance.

– Biological nano-sensors: these are used to monitor bio-molecular processes
such as antibody/antigen interactions, DNA interactions, enzymatic interac-
tions or cellular communication processes, among others.

2.3 Nano-machine Development Techniques

In order to develop nano-machines, there are basically three main techniques (i)
Top down approach, (ii) Bottom-up approach and (iii) Bio Hybrid Approach [1].

Fig. 2. Approaches for the development of nano-machines [1].

– The top-down approach: is focused on the development of nano-scale
objects by downscaling current existing micro-scale level device components.
To achieve this goal, advanced manufacturing techniques, such as electron
beam lithography and micro-contact printing, are used. Resulting devices
keep the architecture of preexisting micro-scale components such as micro-
electronic devices and Micro-Electro-Mechanical Systems (MEMS).

– The bottom up approach: focused on the design of nano-machines using
individual molecules. This approach is nominated as molecular manufactur-
ing. Example: Nano-machines like molecular switches, molecular shuttles, etc.

– The bio hybrid approach: focused on the design of new nano-machines, also
known as biological nano-machines, based on molecular signalling. Example:
Bio-nano robots, nano-biosensors, biological storing components etc.
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3 Wireless Nano Sensors Networks

3.1 Wireless Nano Sensors Network Architecture

In the previous section, nano-machines have been defined as autonomous units
capable of performing simple tasks. The number of tasks that these devices
can perform and their range of operation is greatly limited by their size. To
facilitate communication between nano-machines, Akyildiz et al. have defined
in [3] a new architecture for the nano-sensor-network. They mentioned that a
network of nano-sensors should be composed of three types of nodes that can be
fixed or mobile, as shown in Fig. 3: The nano-nodes, the nano-routers and the
nano-micro-interface, in addition to the gateway.

Fig. 3. Wireless nano sensor networks components

– Nano-nodes: Nano-nodes are regarded as the smallest and simplest nano-
machines which perform various tasks like computation and transmission of
the data over short distances and have less memory.

– Nano-routers: Nano-routers have large computational power in comparison
to nano-nodes and can aggregate and process information coming from nano-
nodes. They also control nano-nodes by the exchange of control commands.

– Nano-micro interface devices: These devices perform the task of aggre-
gation of information coming from nano-routers and transmit it to the micro-
scale and vice versa. They act as hybrid devices to communicate in nano-scale
using Nano-communication techniques and also with traditional communica-
tion networks using classical network protocols.
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– Gateway: It enables the remote control of the entire nano-network over
the Internet. For example, in health monitoring application, an advanced
cellphone can receive the information from a nano-micro interface and forward
data to a health-care center.

3.2 Nano-sensor Networks’ Communication Paradigms

Since existing conventional communication paradigms can not be applied directly
to this domain without taking into account the new constraints of nano-devices,
new communication paradigms have been proposed over the past decade. Two
main representatives of this field can be cited: (i) molecular communications and
(ii) electromagnetic communications.

Molecular Communication: Molecular communication is defined as the
transmission and reception of information encoded in molecules. Molecular com-
munication is a new and interdisciplinary field that spans nano, bio and commu-
nication technologies [4]. Molecular communication consists of nano-machines,
nano-receptors, carrier molecules, information molecules and the environment in
which they operate. Emitters and receivers are biologically and artificially cre-
ated Bio-Nano-machines that have the ability to emit and capture information
molecules. The information data is moved from the sender to the recipient by
the carriers. The carriers in this system are molecular motors, hormones or neu-
rotransmitters. Since molecular communication works in the biological system,
the information to be transmitted is proteins, ions or DNAs. The environment
is the aqueous solution that is inside and between cells.

As illustrated in Fig. 4, the five phases in the operation of molecular commu-
nication are as follows:

– Encoding: This is the phase in which the bio-nano-source machine, or trans-
mitter codes the information into information molecules that are detected by
the bio nano receiving machine.

– Sending: This is the phase by which a bio-nano-emitting machine emits these
molecules of information into the environment. This is done by untying the
information molecules from the sender’s bio-nano-machine.

– Propagation: Propagation is a common method present in all communica-
tion technologies. Propagation is the phase in which information moves from
the source to the destination. This is similar for molecular communication
where information molecules move from the bio-nano-emitting machine to
the bio-nano-machine

– Reception: As the word implies, this is the phase in which the bio-nano-
receiving machine captures the information molecules that propagate in the
bio-nano-environment

– Decoding: Encoding and decoding are the most important phases in com-
munication methods. In molecular communication during decoding, the bio
nano-receiver machine captures the information molecules and decodes the
received molecules into a chemical reaction.
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Fig. 4. Molecular communication system [22]

Electromagnetic Communication: The electromagnetic (EM) communi-
cation is based on the transmission of information through modulation and
demodulation of electromagnetic waves by components that are manufactured
by novel nano-materials. Extremely high electromagnetic frequencies (expected
in the THz band) are used for communication among nano-devices. This fre-
quency band (0.1–10 THz) can potentially provide very large bandwidths. Recent
advancements in molecular and carbon electronics have opened the door to a new
generation of electronic nano-components such as nano-batteries, nano-memories
[6], logical circuitry in the nano-scale and even nano-antennas [7]. In this paper,
we focus on applications based on electromagnetic communications.

4 Nanotechnology for Health-Care Applications

The world of nanotechnology offers fields of application of a crazy diversity.
Among the areas in which nanotechnology already plays an important role and
will have a decisive role in the future, health is of course in the lead. Different
challenges against protocols design are still being investigated with no currently
fully developed solutions.

4.1 Communication Challenges

The limited processing and storage capabilities of nano-machines require that
routing design should take into account the random and dynamic topology
of the network inside the body because of the uncontrolled properties of the
biological communication medium. Moreover, the routing process should limit
to a minimum the collaboration between the nano-machines.

The communication range for IoNT systems should be between 1cm and 1m
for terahertz electromagnetic communication [8]. This implies that the transmis-
sion range is very limited, which makes multi-hop communication and routing a
critical aspect of nano-networks. In addition, the direction of a communication
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channel is not deterministic and depends on the speed of the nano-machines
inside the body, which can cause a delay in communication. The mobility of
nano-machines can be used for routing to reduce delays due to packet propaga-
tion but this will require efficient systems for creating and managing multi-hop
paths.

Designing a channel access procedure is a very difficult task for any wireless
technology. Since the WNSN network has a very large number of nano-nodes, it
becomes even more difficult. In this context, protocols requiring synchronization
between nodes are generally not recommended [9].

In addition, since the most suitable transmission techniques are based on
pulse communications, approaches based on carry-over detection strategies, such
as carrier-based multiple access (CSMA), can not be applied in the same way
because of the absence of a signal to detect.

At the physical layer level, since the in-vivo medium contains bio-materials
and fluids, e.g., blood, the THz signal could be contaminated. A recent study
made by Ahmed et al. in [20] has shown that RBC concentration in the blood
widely affects path loss and communication quality. Thus investigating the
blood’s spreading and absorption spectrum and proposing adequate electromag-
netic model for the blood in the THz band is necessary.

4.2 Literature Review of WNSN Communication Protocols

To resolve the above communication challenges and adapt communication pro-
tocols to WNSN constraints, several solutions have been recently proposed. In
this section, we summarize the key contributions on MAC and routing protocols
for WNSN in the electromagnetic communication model.

Greedy energy-harvesting aware and optimal energy harvesting
aware are two forwarding schemes, based on energy, proposed in [10] for nano-
sensors moving uniformly in an environment following human blood directions.
In greedy forwarding scheme, the neighbor with the highest energy level is nom-
inated by the greedy energy-harvesting scheme as a relay node. Whereas, the
optimal energy-harvesting scheme chooses the node that can maximize the net-
work energy level as a relay node.

A centralized routing framework based on hierarchical clustering
architecture is introduced in [11]. The authors introduce a routing framework
for WNSNs that uses a hierarchical cluster-based architecture to offload the net-
work operation complexity from the individual nano-sensors towards the cluster
heads, or nano-controllers.

Piro et al. Proposed in [12] two routing algorithms along with two MAC
protocol for electromagnetic WNSN. In this work, the authors propose and eval-
uate two routing strategies, specifically the selective flooding routing and
the random routing.

– In the selective flooding routing, when a nano-node receives a packet, it
broadcasts the message to all the devices within its transmission range. There-
fore, a packet generated by a nano-node is propagated into the network.
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– In the random routing approach, to send a packet to the nano-micro inter-
face, a nano-node selects randomly one neighboring node to forward the data.

In addition to these two routing approaches, Piro et al. introduced two different
asynchronous MAC strategies, namely the transparent-MAC and Smart-
MAC:

– In transparent-MAC, the packet is simply forwarded from the network
layer to the physical layer without executing any kind of control.

– In Smart-MAC, the packet received from the upper layer is kept in a queue
until delivery to physical layer. Before sending out a packet, the MAC layer
starts a handshaking process to find the neighbors of the node. If there is
one or more node within its transmission range, it sends the packet to the
physical interface. Therefore, if the network layer has not already determined
the next-hop, the MAC layer will select it randomly among neighboring nano-
nodes. Moreover, if a nano-node haven’t any neighbor, the nano-node waits
a random back off time, and then it starts the handshaking process to find
the nano-nodes in its transmission region.

To evaluate their proposals, Piro et al. implemented the Nano-Sim simulator
[13], an NS-3 module to model WNSNs [12] which is currently widely used as a
reference simulator.

In [14], a Probabilistic-Based Broadcasting for electromagnetic WNSN
algorithm is proposed. The algorithm determines the rebroadcast probability by
considering the network density. In this way, for low-density nodes, the rebroad-
cast probability is increased while it is decreased for high density nodes.

5 Our Proposed Communication Architecture

Currently, flooding is the principal protocol used to disseminate data between
nano-machines. However, this scheme is inefficient in term of resources usage
since it results in bandwidth waste and collision due to excessive messages trans-
mission. Therefore, an urgent challenge for Wireless Nano Sensor Networks is to
adapt data dissemination protocols to the energy constraint of the nano-devices
while minimizing packet loss ratio, energy consumption, collision and average
latency. For this purpose, we present a novel communication architecture to
disseminate sensed data inside an artery to an outside controller using a WNSN.

The targeted scenario is a health-monitoring application where multiple
nano-devices are deployed in an artery as shown in Fig. 5. Sensing Data are gen-
erated by nano-nodes. Data packets are usually sent from nano-nodes (sources)
to the nano-micro interface (destination). We assume that, nano-nodes are mov-
ing with a constant velocity and following a given direction while the nano-
routers and nano-micro interface are stationary nodes. The nano- micro-interface
is placed at the middle of the artery. We place the nano-routers in a way that
each nano-router has at least one nano-router in its transmission range.

The main idea of our data dissemination scheme is inspired by the geographic
routing, which is widely used in VANET [21], WSN [23] and IoT [24] networks.
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Fig. 5. Proposed communication architecture

As shown in Fig. 6, to avoid energy harvesting the key feature is to reduce the
number of relaying nodes (especially relaying nano-nodes) for a given transmis-
sion. To that end, we propose to associate each nano-node to one nano-router,
called nearest router (N.R). The nearest nano-router (N.R) is chosen based on
its location from the sender nano-node (S). Once reaching the N.R, the DATA
packet will be forwarded only by nano-routers until it reaches the nano-micro-
interface. In other words, a message sent by a nano-router will never be relayed
by a nano-node, which save the energy of the nano-nodes.

To reach its nearest nano-router, the sender node (S) selects the best neighbor
nano-node (B.N) based on its distance to the chosen nearest nano-router (N.R).
The DATA packet is forwarded from best neighbor to best neighbor until it
reaches the nearest nano-router (N.R). This scheme guarantees that in each
transmission range only one nano-node forwards the DATA packet.

Compared to recent routing protocols proposed in the literature for WNSN
(see Sect. 4.2), our approach is clearly more energy efficient due two important
conceptual features: First, the association to the nearest router, which guaran-
tees that a minimum number of nanonodes will be involved in the multi-hop
transmission to reach the nanorouter. Second, once reaching a nano-router, the

Fig. 6. Principal of our data dissemination algorithm
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data is forwarded only between nanorouters, which have more energy resources
than the nanonodes. This choice saves nanonodes’ energy resources.

Compared to the flooding and the probabilistic schemes, our approach guar-
antees that only one copy of the packet is forwarded in each transmission range.
The probabilistic scheme, even if it introduces a rebroadcast probability param-
eter to limit the number of copies to be generated, still multiple copies of the
packets are forwarded in each transmission range.

Compared to the random routing solution, even if our approach shares with
the random solution the advantage of that only one copy of the packet is for-
warded in each transmission range, it outperforms the random routing in the
choice of the forwarder, which, we recall, is randomly chosen in the random
routing. The forwarder selection is obviously more efficient in our solution since
it chooses the best neighbor based on its geographic position to the nearest
router. This choice reduces hop count and avoids network loops in multi-hop
connection, which is the main drawback of the random routing.

Finally, compared to the centralized routing framework, our approach oper-
ates in a distributed manner where the routing process is managed by all the
nodes in the network, whereas in the centralized approach the life time of the
nano-controllers could be a real challenge.

6 Conclusion and Future Scope

In healthcare, the use of nanotechnology is being explored in the fight against
diseases such as cancer, glucose etc. That is why, in this paper, we tackle the
problem of the applicability of a nano-network to monitor some parameters inside
the human body from the data communication perspective. We focus on elec-
tromagnetic communication protocols challenges in healthcare applications that
must be overcome and we highlight some recent proposals for these communi-
cation challenges. Finally, we propose a communication architecture based on a
geographic routing approach, to disseminate data between nano-machines while
reducing energy consumption. A qualitative comparison to existing solutions
highlights the efficiency of our proposal.

As a future work, we plan to carry out a quantitative study to analyze the
performance of our approach using simulations.
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